ABSTRACT In this paper, we investigate the impacts of joint relay selection and user scheduling scheme on the physical layer security for hybrid satellite-terrestrial relay systems, where multiple terrestrial relays, multiple terrestrial users, and multiple illegitimate eavesdroppers are considered in the network. To strengthen the system security against wiretapping attack, we present a joint opportunistic relay selection and the threshold based user scheduling scheme to balance the system performance and implementation complexity. Furthermore, two representative eavesdropping cases are considered, i.e., the Case I, colluding case: the eavesdroppers cooperate with each other and wiretap the information together, and the Case II, non-colluding case: the best eavesdropper will be chosen to wiretap the information channel. Besides, we derive the closedform expressions for the average secrecy capacity based on the proposed relay selection and user scheduling scheme in the presence of two eavesdropping cases. To get more insights at high signal-to-noise ratios, the asymptotic expressions for the average secrecy capacity are also derived under two cases, from which we can get the effect of different parameters on the system performance conveniently. At last, analytical results are validated through comparison with the Monte Carlo simulations.
distribution function (CDF) of the shadowed-Rician (SR) fading land mobile satellite (LMS) channels by employing the maximal ratio combining (MRC) technique. Arti and Bhatnagar [11] investigated the beamforming (BF) and combining schemes based on AF relaying in the HSTRN. Arti [12] [13] [14] [15] studied the impact of imperfect channel state information (CSI) on the performance of HSTRN.
Due to the broad coverage of the satellite, multiple relays have attracted much more attention to further improve the spatial diversity of HSTRN. Upadhyay and Sharma [16] proposed the max-max relay selection scheme in the HSTRN, based on which the OP of the system was derived. Arti et al. [17] used the partial relay selection scheme in the HSTRN, where the average SER was analyzed. In [18] , the analytical and asymptotic closed-form expressions for ergodic capacity of the HSTRN were also derived relied on the opportunistic relay selection scheme, which means that all relays participated in cooperations. Sharma et al. [19] used the partial and opportunistic secondary networks selection schemes in the cognitive satellite terrestrial networks, where the analytical and asymptotic analytical expressions for the OP were obtained.
The inherent wide coverage of the satellite communications will also lead to the significant security problem for HSTRN. In the previous works, the security concerns in downlink satellite communications were discussed in [20] , which mainly focused on the upper layers by using traditional encryption techniques. On the other hand, physical layer security has recently become an emerging technique to complement and significantly improve the security of wireless networks [21] , [22] . The concept behind physical layer security is to ensure the maximum data transmission rate that can be sent without any interception by malicious node. It has been studied in [21] that the security in satellite communications could be achieved through physical layer technique with individual secrecy constraint. In [22] , the secrecy requirements in multibeam satellite systems have been demonstrated through transmit beamforming optimization. In [23] [24] [25] , the secrecy outage probability and average secrecy capacity were analyzed in the HSTRN. In [26] and [27] , the secrecy outage probability of the HSTRN in the presence of multiple terrestrial relays were studied. However, the abovementioned works are quite limited to the scenarios with single legitimate user and single eavesdropper. In many previous works, such as [16] , [19] , and [28] , multiple users' scenario in the HSTRN is a common assumption. Moreover, multiple eavesdroppers should be also considered due to the broadcast nature for satellite communications. These observations motivate the completion of our work.
In this paper, we focus on the secrecy performance of the HSTRN in the presence of multiple users and multiple eavesdroppers. Specifically, our main contributions can be outlined as follows:
• We first propose a general and practical framework for the secure transmission of the HSTRN, where multiple relays, users and eavesdroppers are considered.
• Secondly, we propose a joint relay selection and user scheduling scheme among multiple relays and multiple users. Based on this scheme, the acceptable system performance and system complexity can be obtained.
• Thirdly, in the presence of multiple eavesdroppers, two eavesdropping cases are considered in the system, namely, Case I, the worst case which means all the eavesdroppers cooperate with each other to wiretap the information channel, and Case II, where an eavesdropper with the largest signal-to-noise-ratio (SNR) will be selected to overhear the confidential information.
• Lastly, the analytical and asymptotic closed-form expressions for the average secrecy capacity are also derived, which provide effective approaches to evaluate the key parameters on the system performance. The rest of this paper is organized as follows. The system description is provided in Section II. In Section III, the proposed relay selection and user scheduling scheme is introduced. Section IV presents the exact closed-form expression for the average secrecy capacity of the considered HSTRN. In Section V, the asymptotic expressions for the average secrecy capacity are derived. In Section VI, the average number of legitimate user is examined, in what follows, the reduced percentage of the number of legitimate user examinations is also derived. Section VII shows the computer simulation results, which validate the theoretical analysis. Finally, in Section VIII, a detailed summary of our work in this paper is given.
Notations: Bold uppercase letters denote matrices and bold lowercase letters denote vectors, |·| the absolute value of a complex scalar; exp (·) is the exponential function, E [·] the expectation operator, CN (a, b) the complex Gaussian distribution of a random vector a and covariance matrix b. 
II. SYSTEM MODEL AND PROBLEM FORMULATION
As illustrated in Figure 1 , in this paper, we consider the secure transmission of HSTRN in the presence of multiple users, relays and eavesdroppers. In which, the satellite (Alice), namely, S communicates with the M legitimate user (Bobs) with the help of N relays (R). As mentioned before, due to wide coverage of the satellite, there are L eavesdroppers surrounding the Bobs. We assume that all nodes in the system are equipped with a single antenna. 1 Due to the fog, rain, haze or heavy shadowing, we assume that there is no direct transmission link between the Alice and Bobs [29] .
The whole communication takes during two time slots. In the first time slot, Alice sends the signal s (t) from its k-th beam with E |s (t)| 2 = 1 to the terrestrial relays. Hence the signal received at the ξ -th R is given by
where f SR ξ ,k denotes the channel coefficient between the k-th beam of S and the ξ -th R, which is formed as SR fading. P S is the transmitted power from S. n R ξ (t) is the additive white Gaussian noise (AWGN) at the ξ -th R, which can be distributed as CN 0, δ 2
In the second time slot, the selected R forwards the received signal to the i-th Bob, thus the signal received at the i-th Bob is obtained as
where h R ξ B i is the channel coefficient between the ξ -th R and the i-th Bob which is modeled as Rayleigh fading. P R ξ 1 We should note that, in order to simplify the analysis, we assume that all nodes are equipped with a single antenna in this paper. However, the proposed joint relay selection and user scheduling scheme is also used to multiantenna cases. denotes the power of the ξ -th R. n D i (t) is the AWGN at the i-th Bob, which can be distributed as CN 0, δ 2
The eavesdroppers overhear the information that the ξ -th R forwards to the user, hence the received signal at the j-th Eve is given by
where h R ξ E j is the channel coefficient between the ξ -th R and the j-th Eve which is shown as the Rayleigh fading. n E j (t) is the AWGN at E j , which can be distributed as CN 0, δ 2
From (1), (2) and (3), we can get the SNRs at the ξ -th R, the i-th Bob and the j-th Eve as
As mentioned before, we proposed a user scheduling scheme and DF protocol is used in the system, hence the SNR of the ξ -th link can be written as
where i ∈ {1, M } and when min
In this paper, we consider two eavesdropping cases, namely, the colluding case I and the non-colluding case II. In case I, all the eavesdroppers cooperate with each other, hence the SNR of the Eve's link is obtained as
In Case II, the eavesdropper with the largest SNR is selected, the SNR of the Eve's link is given by
According to the definition of secrecy capacity, it is given by the difference between the capacity of the main channel and the wiretap channel. With the help of (5) and (6), the secrecy capacity at the ξ -link can be written as
where
Multi-relay selection technique has gained significant interest in the recent research works for its capability to increase the system performance and, more importantly, the spatial diversity. Basically, there are several fundamental VOLUME 6, 2018 ways of selecting a relay for transmission. One approach is termed as opportunistic relay selection [17] , [30] , where the relay with maximum instantaneous end-to-end gain of the two-hop link is considered. However, synchronization is a critical issue for this case, which is quite difficult to solve for the two-phase transmission. Another is partial relay selection method, which can be carried out by selecting the maximum gain of one-hop, and it can greatly alleviate the burden of synchronization [16] . The third scheme is random relay selection scheme, where the performance cannot be guaranteed for the randomly selected node even a relatively low implementation complexity can be achieved [31] , [32] .
In order to get the best system performance, opportunistic relay selection is used in the system, which means the R with largest secrecy capacity, hence the final average secrecy capacity can be written as
The detail relay selection and user scheduling scheme will be given in the next section.
III. THE PROPOSED RELAY SELECTION AND USER SCHEDULING SCHEME
In the following, we describe the basic principle of the proposed joint relay and user scheduling scheme in detail.
• First, we detect the SNR of the S to the ξ -th R, then set a threshold γ T , and check the SNR of the ξ -th R to the first Bob link. If the SNR is above γ T , this transmitted link will be used. Otherwise, if this SNR is below γ T , then the ξ -th R to the second Bob link will be chosen, no matter what SNR of this link is.
• Second, in the second slot, the ξ -th R first checks the second transmitted link, if the SNR of this link is above the γ T , then this link will be always used. Otherwise, the third link to Bob will be used.
• When coming to the M -th R to Bob link, by the same way, if SNR is above γ T , this link will be always used, otherwise, the first link will be used.
• According to the DF protocol, getting the SNR of S to the ξ -th R to the Bob's link. After checking all the links, the best link with the largest average secrecy capacity is chosen as the the final transmitted link. The detail description of the user scheduling scheme is in illustrated in Figure 2 .
IV. PERFORMANCE ANALYSIS
Before deriving the expression of the average secrecy capacity, we first give the statistical properties of the satellite links and the terrestrial links.
A. PRELIMINARY RESULTS

1) TERRESTRIAL CHANNEL MODEL
In this paper, we suppose that all of the terrestrial links undergo independent and identically distribution 
where γ ζ is the average channel gain. The CDF of γ ζ is given by
In the following, we assume thatγ R ξ E j =γ E (i ∈ {1, . . . , L}). From (6) and (7), the PDF for Case I and CDF of γ E for Case I and Case II are, respectively, obtained as
where γ E is the average SNR of the eavesdropper's channel.
2) SATELLITE CHANNEL MODEL
In modern satellite communications, multibeam technology is widely used to increase the spectral efficiency, which should be taken into account in modeling the satellite channel. For geosynchronous earth orbit (GEO) satellite, multiple beams are often generated through array-fed reflectors, which is more efficient than direct radiating arrays. In this case, the radiation pattern of each beam is fixed, so that the on-board precessing can be significantly reduced [33] . Furthermore, time division multiple access (TDMA) scheme is adopted so that there is only one Earth station (ES) scheduled within each beam at any given time. Next, the channel coefficient f SR ξ ,k between the ES and the k-th on-board beam for downlink is given by
where h SR ξ ,k represents the random shadowing Rician coefficient of satellite channel, and C SR ξ ,k denotes the radio propagation loss including the effects of free space loss (FSL) and the antenna pattern, which is described as
where λ denotes the carrier wavelength, d is the distance between the ES and the center of the k-th center beam, and d 0 ≈ 35786km is the height of a GEO satellite. Besides, G ES is the antenna gain of the ES and G SR ξ ,k is the k-th satellite on-board beam gain. According to [34] , the antenna gain for the ES with parabolic antenna can be approximately expressed as
where G max is the maximum beam gain at the boresight, and β the off-boresight angle. As for G SR ξ ,k , by defining θ k as the angle between the ES position and the k-th beam center with respect to the satellite, and θ k as the 3dB angle of the k-th on-board beam, the antenna gain from the k-th beam to the ES is approximated by [35] 
where G max denotes the maximal beam gain, u k = 2.07123 sin θ k / sin θ k , J 1 and J 3 denote the first-kind bessel function of order 1 and 3, respectively. In order to get the best system performance, hence θ k → 0, as a result of G SR ξ ,k ≈ G max . On this foundation, we can have f SR ξ ,k = C max SR ξ ,k h SR ξ ,k . As for the random shadowing h SR ξ ,k , besides the mathematical models, including Loo, Barts-Stutzman, and Karasawa, the SR channel proposed in [36] , is the commonly used channel model for LMS communication [6] , [7] , [10] , [37] . According to [36] , the channel coefficient h SR ξ ,k is modeled as h SR ξ ,k = h SR ξ ,k + h SR ξ ,k , where the elements of LOS component h SR ξ ,k undergo i.i.d Nakagami-m distribution while those of the scattering component h SR ξ ,k follows the i.i.d Rayleigh fading distribution.
According to [36] , the random shadowing of h SR ξ ,k undergoes SR model can be expressed as
where A and Z denote the amplitudes of the scattering and the LOS components, which are the independent stationary random process following Rayleigh and Nakagami-m distributions, respectively. Besides, ϑ is a stationary random phase uniformly distributed over [0, 2π), and ψ is the deterministic phase of the LOS component.
Furthermore, the PDF of
where 1 F 1 (a; b; x) denotes the confluent hypergeometric function defined in [38] .γ SR ξ ,k is the average SNR between the Alice and the ξ -th R, α = 2bm 2bm+ m /2b, β = 1 2b , δ = 2b(2bm+ ) with , 2b and m ≥ 0 being the average power of the LOS component, the average power of the multipath component, and the fading severity parameter ranging from 0 to ∞, respectively. By considering m being integer, the PDF of γ SR ξ ,k is given by
and (·) k is the Pochhammer symbol [38] .
Hence, with the help of [39] , the CDF of γ SR ξ ,k is given by
3) THE AVERAGE SECRECY CAPACITY 
is the average SNR between the ξ -th R and the i-th Bob.
Proof: See Appendix A. By recalling the definition of the achieved secrecy rate defined in (8), we can obtain
From [40] , in order to evaluate the above integrals, we first evaluate the inner integral by applying integration by parts, VOLUME 6, 2018
(23)
and after applying some algebraic manipulations, the average secrecy capacity can be represented as follows:
Now, the closed-form expression for (25) can be derived in the following lemma.
Lemma 2: The average secrecy capacity of the considered system for Case I is given by
where C 1 and C 2 will be given in the following analysis, (27) and (28) , as shown at the top of this page. Proof: See Appendix B. Lemma 3: The average secrecy capacity of the considered system for Case II is obtained as
where C 3 and C 4 will be given in the (30) and (31) , as shown at the top of the next page. Proof: The desired result can be obtained by replacing (13) with (14) , and following the similar procedure in Appendix B.
V. THE ASYMPTOTIC ANALYSIS
In what follows, to evaluate the impact of key system parameters on the average secrecy capacity in depth, we also look into the average secrecy capacity in the high SNR regime. In doing so, we provide two novel metrics to characterize the asymptotic average secrecy capacity, i.e., the high SNR slope and the high SNR power offset. Before deriving into the detail
analysis of the asymptotic average secrecy capacity, we first rewrite the CDF of γ E for Case I as
Lemma 4: The average secrecy capacity of the considered system in high SNR regime for Case I is given by
where ω 1 and ω 2 are obtained as (35) which is at the top this page and (36), respectively.
The asymptotic average secrecy capacity of the considered system for Case II is obtained as
where ω 3 and ω 4 are obtained as (38) , which is also at the top of this page and (39), respectively.
Proof: See Appendix C. VOLUME 6, 2018
VI. AVERAGE NUMBER OF LEGITIMATE USER EXAMINATIONS
According to the proposed scheduling scheme, once a user is acceptable, the other users will not be used. Otherwise, due to the proposed user scheme, another user is selected. Hence the average user examinations' number can be expressed as
From (40), we find that N AUE is decided by γ T , when γ T → 0, N AUE = 1, γ T → ∞, N AUE = 2, which means that at most two users are used for this scenario.
Furthermore, from a more intuitive perspective, we introduce the reduced percentage in terms of the number of legitimate user examinations (RPN) to justify the advantage of the proposed scheme, which is given by
VII. NUMERICAL RESULTS
In this section, Monte Carlo (MC) simulation results are provided to verify the correctness of our analytical results and analyze the joint impact of key parameters on the average secrecy capacity of the considered system. Without loss of generality, we assume
=γ and M = 3 through the figures and γ T = 10dB for Figure 3 -Figure 8 . In order to simplify the analysis, hence we set N = 1 for Figure 3 -Figure 7 . The system and channel fading parameters are presented in Table 2 [29] and Table 3 Figure 3 plots the average secrecy capacity of the system for Case I versus different γ with M = 2 and N = 1. As shown in the figure, the analytical results match well 2 In the simulation results, we assume that all the terrestrial relays are located in the same satellite beam. with the simulation results, which verifies the correctness of our derived analytical expressions. Also from this figure, we can know that the system will have lower average secrecy capacity when the SNR of the eavesdroppers become larger. Moreover, we find that the average secrecy capacity will become larger with increasing shadowing of the channel fading. Figure 4 examines the average secrecy capacity of the system for Case I versus different γ with N = 1 and γ E = 10dB in ILS condition. As can be observed, we can get that the average secrecy capacity would be degraded with the increase of the number of L. which proves the effectiveness of our theoretical derivations. Besides, the average secrecy capacity will be smaller when the SNR of the eavesdroppers' channel is larger. Figure 6 depicts the impact of L and channel fading on the average secrecy capacity. The average secrecy capacity will be improved with the increase of L or the channel fading severity. Figure 7 plots the average secrecy capacity of the system for both eavesdropping cases. We find that the average secrecy capacity for Case I is smaller than that of Case II, which can be explained by the fact that the Case I is the worst condition for the system, all eavesdroppers cooperate with each other. While for Case II, only one eavesdropper is selected to overhear the confidential information, hence the average secrecy capacity is larger. Furthermore, with the increase of channel fading, the average secrecy capacity will be larger. Figure 8 indicates that the effect of N on the system performance. From this figure, we can observe that when N is larger, the average secrecy capacity will have a significant improvement which justifies the benefits of the deployment of multiples relays. Figure 9 provides the reduced percentage in terms of the number of user examinations versus γ T with different M and γ . As illustrated in this figure, we compare our proposed user scheduling scheme with the partial selection scheme, 3 we can know that the reduced percentage of partial scheme is always zeros, which means that all users will be examined when choosing the suitable user. However, the reduced percentage of our proposed depends on the value of γ T , when γ T is large enough, the reduced percentage will be the constant which can be verified by (40) . Moreover, we find that the larger γ is, the larger reduced percentage is.
VIII. CONCLUSIONS
In this paper, we have investigated the impacts of relay selection and user scheduling on the physical layer security of hybrid satellite terrestrial relay networks. To strengthen the system security against wiretapping attack, we presented a joint opportunistic relay selection and threshold based user scheduling scheme to balance the system performance and implementation complexity. Furthermore, two eavesdropping cases have been considered. On the foundation of these cases, we have derived the closed-form expression of the average secrecy capacity based on the proposed relay selection and user scheduling scheme. To get more insights at high SNRs, the asymptotic expressions were also derived, which demonstrated that the performance of Case II was superior to that of Case I. Furthermore, we found that the improvement in channel fading and the number of relays would enhance the system performance, while the increase of the eavesdroppers' number and SNR would degrade the system performance. VOLUME 6, 2018 APPENDIX A PROOF OF LEMMA 1 As provided in Section III, the proposed user scheme is used in the second transmitted slot, which can be written as
In this paper, we assume that each γ R ξ B i follows the independent identically distributed (i.i.d) fading, thus the CDF of γ R ξ B can be obtained as
Then, by substituting (10) into (43) and after simplifications, (43) can be rewritten as
From (5), we know DF protocol is used at R, hence the CDF of γ B ξ is expressed as
(45) Then utilizing (44) and (22) into (45), after necessary steps, (23) is derived, which completes the proof.
APPENDIX B PROOF OF LEMMA 2
As provided in (25) , the average secrecy capacity of Case I is divided into two parts. In what follows, we will first derive the closed-form expression for the first part.
Recalling that
Then using (23) and (13) into (46), which is rewritten as (47), which is shown at the top of next page.
By adopting the following identity [41] ,
Hence, (47) can be reexpressed as (27) .
In the following, the closed-form expression for the second part C 2 will be obtained.
Reseeing the definition of C 2 as
Then using the second part of (23) and (13), (49) can be derived as (50), which is also shown at the top of next page.
By the same way, from [41] , we get the following equation as
Then utilizing (51) along with the same manners, (50) can be obtained as (28) .
The proof is completed.
APPENDIX C PROOF OF LEMMA 4
By considering (33), the average secrecy capacity for Case I can be reexpressed as
and
To begin with the derivation of ω 1 and ω 2 , the PDF of γ B ξ should be first derived. As DF protocol is used in the network, hence the PDF of γ B can be expressed as follow:
On the other hand, when γ R ξ B i becomes infinite, the first Bob is always selected to receive the signal, due to the fact thatγ R ξ B i γ T , then substituting (10), (11) , (20) , (22) 
Besides, when x becomes infinite, we have the approximation that ln (1 + x) ≈ ln (x). Then, inserting (56) into (53) and invoking [41, eq. (4.352.1)], ω 1 will be derive as (35) , where ψ (·) is the digamma function [41, 8.36] .
From (23), we know that F γ B ξ (x) approaches zero when γ R ξ B i → ∞, hence the asymptotic expression for ω 2 is obtained as
Finally, utilizing (33) into (57), the closed-form expression will be derived. Then for Case II, by replacing (13) with (14) and through the same manners, the closed-form expressions for ω 3 and ω 4 will be derived. Taking ω 1 and ω 2 , ω 3 and ω 4 into (34) and (37) , respectively, the proof is completed.
